GDPR and Public
Consultation.
Are you ready?

GDPR and Public Consultation
The EU GDPR (“General Data Protection Regulation”) applies to everybody who handles the personal data of
European citizens and will supersede the current UK Data Protection Act on May 25th 2018. The new
legislation gives individuals more rights over what organisations do with their data, and includes strict ﬁnes for
organisations who fail to comply.
If your business or organisation collects or uses data from EU citizens, regardless of whether you are based in
an EU country, then GDPR will apply to you. This legislation will become effective regardless of Brexit and will
continue to be relevant post-Brexit.
Consultors will generally be ‘Data Controllers’ under the regulations and may or may not be working with
third parties, such as Tractivity, who will normally be ‘Data Processors’. The GDPR places obligations on
controllers to ensure that contracts with processors comply with the GDPR.
In this paper we look at the implications for the practice of Public Consultation and any interaction with
current case law that applies, which revolves mainly around the Gunning Principles – from R v. Brent London
Borough Council, ex parte Gunning (1985).

GDPR – key principles
Basis for processing – Any collection or processing of personal data must be clear and upfront about which of
the permitted justiﬁcations is being used. One of these is consent, but in many cases, another justiﬁcation, like
legitimate interests, will be more appropriate.
Privacy by design – data protection and security must be built in to the collection and use of data about
individuals, with privacy impact assessments carried out where appropriate.
Consent – Where consent is relied on as the basis for processing, the request for consent must be given in an
easy-to-understand plain language and it must be in an easily accessible form, with the purpose for
processing attached to that consent. This may be a challenging issue for those undertaking consultations.
Personal Data Deﬁnition - Personal data will mean any information relating to an identiﬁed or identiﬁable
natural person (commonly referred to as a ‘data subject’). This includes ‘online identiﬁers’, so is likely to apply
to data collected by consultations from social media.
Right to Access - The person whose data you are collecting has the right to obtain conﬁrmation of whether
personal data concerning them is being processed, and details like where it is being processed and for what
purposes. This must be provided free of charge and within a one-month timescale, unless the request is
repetitive, excessive or unfounded.
Right to be Forgotten - The data subject can insist that the controller erase all personal data about them and
stop the processing of it by third parties. The controller may be able object based on certain principles, such
as if there is public interest in the availability of the data.

Breach Notiﬁcation - If you become aware of a data breach, such as a loss or theft of personal data,
you are required to notify the Information Commissioner’s Ofﬁce (ICO) within 72 hours. The data
subject(s) must also be notiﬁed without undue delay if it is likely to result in risk to their rights and freedoms.
Consultors must therefore ensure that all data is securely stored, preferably in best practice systems designed
for the purpose.
Data Protection Ofﬁcers (DPO) - Consultors may be required to appoint a DPO - who can either be a
contractor, new hire or a member of the organisation's staff. The DPO must act independently and is
responsible for ensuring that an organisation is aware of, and complies with, its data protection
responsibilities. For example, a DPO must be appointed if your data activities involve regular and systematic
monitoring of data subjects on a large scale.

Data Security and the consequences of Breach
The GDPR requires that personal data is processed in a manner that ensures appropriate security. This means
ensuring that appropriate technical and organisational measures are applied to protecting the data.
Without such measures, the risk of a data breach increases, as does the risk of enforcement action.
A data breach is a breach of security leading to the accidental or unlawful loss or disclosure of personal data.
An example would be failing to secure information received from individuals in a consultation process
(for example, an inadvertent email sent to the wrong recipient or the loss of a drive containing information,
or inadequate security leading to malicious hacking).
The level of ﬁnes under the GDPR can reach up to 20 million Euros or 4% of global turnover, whichever is
higher. This will depend on the scale of the loss and the sensitivity of the information. Penalties for breach
apply to both controllers and processors.
In addition to the monetary penalties, in the case of consultations a breach could also potentially
invalidate the consultation or provide more opportunities for an application for a Judicial Review.

Implications for Public Consultations
Data collection
Public Consultations will often collect personal data for use in a consultation, and therefore the collection
and subsequent processing of that data will fall under the GDPR. Even if the data is simply being collected
and then stored, with no active steps being taken to ‘use’ it, the conditions set by the GDPR will still apply
(for example, ensuring appropriate security of the data, or making sure you are not holding more data
than is necessary).

Consent
The guidance from the Information Commissioner’s Ofﬁce (ICO) states the following:

The GDPR sets a high standard for consent, but the biggest change is what this
means in practice for your consent mechanisms.
The GDPR is clearer that an indication of consent must be unambiguous and
involve a clear affirmative action (an opt-in). It specifically bans pre-ticked opt-in
boxes. It also requires individual (‘granular’) consent options for distinct
processing operations. Consent should be separate from other terms and
conditions and should not generally be a precondition of signing up to a service.
You must keep clear records to demonstrate consent.
The GDPR gives a specific right to withdraw consent. You need to tell people
about their right to withdraw, and offer them easy ways to withdraw consent
at any time.
Public authorities, employers and other organisations in a position of power may
find it more difficult to show valid freely given consent.
You need to review existing consents and your consent mechanisms to check they
meet the GDPR standard. If they do, there is no need to obtain fresh consent.
There will be situations where consent is the most appropriate lawful basis for collection of consultation data.,
Where this is the case, the challenge for those running public consultations will be ensuring that consent is
lawfully received, and providing enough information to the individual for that consent to be ‘freely given,
speciﬁc and informed’.

Issues could arise, however, when data practices are not carefully thought through. For example, where
Consultors are actively monitoring social media and transcribing attributable personal data into their
databases with a view to further action. In such cases, if the consultation required a consent process the risk in
collecting data in this way is that the Consultor has not adequately dealt with the issue of consent, and so has
left the key data required for their consultation open to challenge.
GDPR-compliant systems such as Tractivity will allow organisations to make a note of whether veriﬁable
consent has been obtained, and given that GDPR best practice requires ‘privacy by design’ as an implicit
requirement of the principles the burden of proof for future data collection is built-in.

Existing Data
What about existing data held by organisations? The ICO guidance tries to be helpful by stating
the following:

You are not required to automatically ‘repaper’ or refresh all existing DPA
consents in preparation for the GDPR.
So, that sounds good, but it falls far short of being a ‘GDPR-get out’, as the guidance then goes on to state
the following:

But if you rely on individuals’ consent to process their data, make sure it will meet
the GDPR standard on being specific, granular, clear, prominent, opt-in, properly
documented and easily withdrawn. If not, alter your consent mechanisms and
seek fresh GDPR-compliant consent, or find an alternative to consent.

So in reality, to ensure compliance, it may be necessary if you are planning to ‘process’ the existing data to
approach your data subjects to obtain veriﬁable opt-in consent.
This presents a challenge. Tractivity provide a ‘revalidation’ function that allows organisations to contact their
data subjects explaining the need for revalidation and giving them the option to speciﬁcally opt in or out.
The responses are then stored as veriﬁable entities within the Tractivity system to allow for audit and
demonstration of conformance with GDPR requirements.

Further Lawful Justiﬁcations for Processing
Whilst consent will remain important to the collection of public consultation data, it may also be lawful to rely
on other legitimate reasons to collect, store and process data. One such alternative is where you need to use
the data ‘for the purpose of your organisation’s or a third party’s legitimate interests’, balanced against the
privacy interests of the individual.
You can also process data (without consent) where such processing is necessary for performance of a task
carried out in the public interest. However, this does not mean that you have free reign, and individuals are
increasingly prepared to exercise their rights and raise objections over the processing of their personal data.
In many cases you will be required to comply with these – summarised in the next section.

Compliance with Individual Rights
The GDPR provides individuals with a range of rights over their data held by organisations. Consultors will have
to be prepared to comply with these rights, and some rights when exercised could have the ability to affect a
whole consultation process.
These rights are broadly the following:
1. The right to be informed – data subjects have the right to be provided with information that is necessary to
ensure fair and transparent processing (for example, information about the identity of the data controller)
2. The right of access - data subjects have the right to obtain various categories of information about the
processing of their data, including the data itself, and the underlying purpose for the processing, the storage
period and any transfers of that data.
3. The right to rectiﬁcation - Controllers must ensure that inaccurate or incomplete data are erased
or rectiﬁed.
4. The right to erasure – particularly important for public consultations, this grants individuals the right to
request erasure of their personal data from a system. In particular this could apply if a request is made once a
consultation has ended and there is no reason to retain the data further, or if the consent of the individual is
withdrawn (and no other basis for retaining the data exists).
5. The right to restrict processing - data subjects have the right to restrict the processing of personal data, for
example where the accuracy of personal data is contested. This will limit the purposes for which data can be
used, whilst the request is resolved.
6. The right to data portability – data subjects also have a right to receive their personal data in a common
format that supports re-use and can be transferred to another data controller. Ensuring interoperability of
data is therefore key to being able to comply with such requests.
7. The right to object – data subjects have the right to object to the processing of their personal data on
certain grounds, including if the justiﬁcation of the processing is that it is required for the public interest or
the legitimate interests of the controller.
8. Rights in relation to automated decision making and proﬁling – data subjects have the right not to be
subject to automated decisions that will create signiﬁcant effects for that individual. A consultation should be
managed carefully so that any decision-making done on an automated basis is lawful.
These rights provide an overhead on a Consultor and will be manifestly more challenging if data is not held in
a secure and properly structured system such as Tractivity.
Whatever system is used it is essential that the system provider can conﬁrm, and is set up to demonstrate,
GDPR compliance (which goes wider than the summary topics in this paper) to avoid unwitting default by a
Consultor, and compliance with the GDPR’s overall principle of accountability.

Impact on Consultation Law
Given that the basis for many consultations is data collection, Consultors need to consider carefully how the
GDPR will apply in each particular consultation, and ensure that individuals are properly informed about how
their data is processed, and the requisite records are kept so that compliance can be fully demonstrated.
Consultation Law incorporates what are known as the Gunning Principles, which broadly speaking cover
the following:
1.

Consultations must take place when the ideas are at a formative stage – in other words there is no
predetermined conclusion

2.

Sufﬁcient information must be provided to allow for intelligent consideration and response

3.

Adequate time must be given for consideration and response

4.

The product of consultation must be conscientiously taken into account

The Gunning Principles require a rigorous and intelligent approach to consultations, and so compliance
with the GDPR will provide a sound basis to ensure that you are also complying with your speciﬁc
consultation duties.

Practical steps for Consultors to take now
As a minimum we would recommend that Consultors ensure that both they and their suppliers carry out the
following activities:
•

Audit current standards, processes and protocols to identify any gaps against GDPR best practice

•

Conduct an assessment of current data and potential need for revalidation

•

Ensure any software systems use latest up to date versions and are fully patched where appropriate

•

Review and update internal processes and supporting documentation and align the processes to the
new GDPR framework regarding personal data�

•

Update the internal Information Security policy, circulate and carry out annual staff awareness training of
the new rules and processes

•

Internal data audit and schema review - collate information to ensure all information regarding personal
data has been captured

Whatever your organisation’s activity, it is clear that GDPR offers some immediate challenges and remedial
action may be required prior to the GDPR implementation date of 25th May 2018.

Contacts
If you need assistance on any aspects of GDPR compliance or would like to discuss the Tractivity Public
Consultation system, please contact the following:

Mills & Reeve
Peter Wainman, Partner
01223 222408
peter.wainman@mills-reeve.com

Tractivity Limited
Paul Rivers, Director
07776 295591
paul.rivers@tractivity.co.uk
Mark Rutter, Director
07776 295599
mark.rutter@tractivity.co.uk

If you have any concerns over the legality of your data collection in your consultation exercise Mills and Reeve
are available to assess compliance and advise on remediating any gaps, as well as to provide advice in relation
to best-practice.

